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1 Purpose 

To provide a standard procedure for ensuring that all potential hazards and risks associated with carrying out project work activities are identified, assessed and appropriate risk management controls are implemented, in consultation with any affected Stakeholders.

To document agreed work processes to be undertaken that will ensure risks are controlled.

2 Scope

This document applies to any people or groups that arrange or perform projects and manage contracted or hazardous works at any Telstra Network Facility in accordance with Procedure 03731 Working in Network Sites.

The MOP process is to be used prior to commencing any work activities to ensure:

· Any hazards or risks are identified that present a potential adverse risk to:

· the health and safety of people

· the integrity of Telstra’s Network and associated ancillary services

· Telstra’s normal day-to-day business operations or activities

· Work Methods are documented and agreed to, so that identified risks will be eliminated, minimised or controlled;

· Key personnel involved in the risk assessment and execution of work are identified and roles and responsibilities are defined. 

Futher situations where a MOP may be required can be found at paragraph 3.3

Other risk management systems can be used in identifying and controlling risks, as long any alternative methods or processes are suitable for the tasks to be undertaken and clearly meet the performance and intent of this procedure.

3 Actions

3.1 RESPONSIBILITIES.

3.1.1 Implementation Agency (IA)/Contract Manager (CM)

An Implementation Agency (IA) or Contract Manager (CM) is a group or person that arranges, manages or administers the implementation of a project or service for a Project Owner or Client.

The IA/CM shall:

a) ensure all works contracts contain the mandatory requirements of using this MOP procedure, as agreed to by the parties; 

b) ensure that any prospective contractors, subcontractors and other relevant parties are aware of their obligations associated with the use of this procedure;

c) ensure their staff, contractors and sub-contractors who manage and perform the project works utilise and follow this procedure and can identify Stakeholders and potential hazards or risks that may occur as a part of the activities to be undertaken for their project;

d) be responsible for resolving any areas of concern that have been identified or escalated as a result of a review of MOP documentation for a project; 

e) convene a subject matter expert team (SMET) to assist in determination of issues, if required;

f) direct their staff or contractors to take corrective action, and to stop work if needed, if either the MOP is not being followed as documented or if other unforseen risks are identified during works.

3.1.2 Project Manager (PM) / Principal Contractor

The Project Manager (PM) is the group or individual responsible for managing the project delivery or service ( for example maintenance activity) for the IA or CM, in order to complete the agreed deliverables set out in the project scope and objectives. The PM may often be the Principal Contractor. 

For Contracts managed by Telstra’s Contract Management group the PM is referred to as “the Contractor”.

The PM shall:

a) apply and follow this procedure, having the responsibility for ensuring the respective MOP Proforma (000169F02) and Work Method Statements are developed and completed properly, where required;

b) identify Stakeholders who have a vested interest in, or have the potential to be affected by, the proposed works; (Note examples of Key stakeholders would include groups identified as part of the Change Management Process, Network Property Facilities Manager and other stakeholders identified via the use of SME teams).
c) notify Stakeholders of activities to be undertaken as early as possible in the life of a project.

d) ensure potential hazards or risks that may occur as a part of the activities to be undertaken for the project are identified, in conjunction with stakeholders. 

e) ensure identified risks and hazards are documented and appropriate controls used, including arranging or participating in meetings or site walk-throughs as required. Where possible this should be done prior to contract documentation being prepared to allow for any MOP requirements to be included in contract documentation or scope of works;

f) ensure all their staff and contractors adhere to the MOP requirements, 

g) participate as a member of a SMET, as required by the CM or IA, in order to resolve issues raised in regard to a MOP. Where the issues are procedural based the Contractor shall provide those procedures for review

For Contract Management Contracts the PM will have the following additional requirements:

h) Forward the MOP Proforma and Work Method Statements to the Contract Technical Specifications  & DBoR Verification Group for review as per Table 1, Section 3.3.
3.1.3 Stakeholder

A Stakeholder is a group or person that would have a vested interest in, or have the potential to be affected by, the proposed works to be carried out by the Implementation Agency. For the purposes of this MOP document Stakeholder is not meant to mean every customer, product owner or asset owner but only those stakeholders that would become known to the PM through the normal course of engagement, design, site inspection or correspondence trail associated with project implementation. A Stakeholder may nominate a representative to carry out particular tasks.

The Stakeholder shall: 

a) be responsible for identifying and advising the PM of any additional potential risks or hazards that need to be considered and which may not be known by the IA or PM;

b) attend site meetings or site walk-throughs if needed;

c) advise the PM of any special conditions or work practices required for works that may affect areas of the stakeholders responsibility;

d) assist the PM in developing suitable methods and controls for risks in areas of the Stakeholder’s responsibility;

e) implement or perform any reasonably required actions or contingencies necessary to minimise any risks to their area of responsibility;

f) review the MOP Proforma and Work Method Statements provided by a PM and sign and return the Proforma when satisfied that controls for known risks seem to be satisfactory and that there are no known issues or concerns with the documented work methods;

g) notify the PM of any issues or concerns with the MOP Proforma or Work Method Statements providing information on reasons why. Work with the PM and IA to resolve any differences or outstanding issues.

3.1.4 Network Property Facility Manager (NPFM)

The Network Property Facility Manager (NPFM) is the Network Property Owners representative Stakeholder.

The NPFM shall:

a) act as Stakeholder and MOP Review Agent for all Land and Building related works and follow requirements in section 3.1.3 of this procedure;

b) be an initial point of contact to assist in identifying other Site Stakeholders, such as site tenants or other site users;

c) check that people carrying out project works in a Network site are aware of, and are following, the requirements of this procedure and escalate any non-conformance to the IA/CM;

d) request corrective action or work to stop if it is identified a MOP is not being followed as documented, or if other unforseen risks are identified during works. Any disagreements must be escalated to the IA/CM.

3.1.5 Contract Management Group Projects

The following additional responsibilities apply to projects that are managed through Telstra’s Contract Management group.

3.1.5.1 Contract Technical Specification & DBoR Verification

· Provide a high level of technical support to Contract Managers, Planners and Contractors;

· Liase with the relevant Network Services group and other stakeholders while reviewing the MOP and Work Method Statements;
· Develop, document and implement Technical Standards and Specifications applicable to contracted works;

· Form and lead SMETs applicable to their areas of expertise, ensuring the active participation of all relevant stakeholders; and,

· Undertake the role of Technical Advisers to audit teams, and perform surveillance activities as directed.

3.1.5.2 Contract Management Quality Audits Group

For Contract Management Contracts, the Quality Audits Group shall, as required or deemed necessary, conduct audits “on site” according to the processes stipulated by the MOP. The Quality group shall report results to the Contract Manager either directly, via report or via the appropriate Contract Management system (eg, IPaC, PDCA). 

3.2 MOP Process Overview

A Method of Procedure (MOP) is made up of the following course of actions.
3.2.1 Identify Stakeholders

Stakeholders are to be identified by the PM and notified of the upcoming project.

Project details shall be discussed with Stakeholders, including relevant items contained in the checklist 000169-F01. Any hazards, risks, issues, agreements or additional requirements can be recorded on the MOP Checklist and Record form 000169-F01 or attached as separate records.

An on-site meeting shall be undertaken between the Project Manager and the Stakeholder, or their representatives, when requested by either party. 

3.2.2 Perform Activity Risk Assessment

Identify potential hazards or risks liable to be encountered while undertaking works by performing an analysis on all activities that are required to be done as a part of the project. All items noted on the checklist 000169-F01 should be considered or used as a prompt to help identify potential risks. This checklist is not exhaustive and other risks may still need to be considered and identified.

PM staff or contractors shall carry out the risk assessment prior to commencing work. The risk assessment should be done in consultation with identified Stakeholders and may require site meetings to adequately identify all risks. The identification of Network associated risks should include consideration for Newtork elements not directly being modified. 
Various Risk Assessment methodologies exist and can be used, such as AS/NZS 4360 – Risk Management, or Telstra Care Managing Hazards Guidebook. 

Contractors may use their own risk or hazard assessment processes that are a part of their management system, where it is based on or similar to AS/NZS 4360. The Risk Assessment Matrix in section 4 can be used as a guide when evaluating risk.
3.2.3 Integrate Risk Controls into Project Works

The control methods to manage identified potential risks are to be incorporated into the project work activities and scope of works.

3.2.4 Document Work Activity steps and Risk Controls

If the result of the Risk Assessment or discussions with a stakeholder is that there are hazards or risks that need managing then the respective MOP Proforma 000169 F02 and detailed Work Method Statements are to be prepared by the Project Manager for review by stakeholders.
3.3 MOP Proforma and Work Method Statements 

The MOP Proforma and Work Method Statements must be used in situations where any of the following are identified:

· A potential health or safety risk.

· A potential risk to the operation or condition of Telstra’s Network and associated  infrastructure
· A potential risk to the property or building infrastructure.
· A potential for interruption to other people or their activities

· A potential environmental issue for the site or surrounding properties.

· A potential legal risk.

· Co-ordination of a number of events is required.

· The works involved are complex or of an unusual nature.
· Where more than one work group is involved in a project.
The MOP Proforma 000169-F02 is to be completed by the PM or Contractor before commencing work on projects identified as requiring a MOP. The MOP Proforma shall outline the scope of work to be conducted and the risks identified.

All hazardous activities must have a Work Method Statement (see section 3.3.4) detailing how the work will be done so that identified risks will be controlled. 

The MOP Proforma becomes a formal document and must incorporate any Stakeholder identified hazards or specific requirements for the project and be jointly signed by the Project Manager and the Stakeholders, prior to the start of any work.

The MOP Proforma and Work Method Statements are to be provided for Stakeholder review no later than 10 working days* prior to commencing work on site. It should be noted that WINS Procedure 013731 requires the 013731-F01 Notice of Proposed Works also be provided at least 10 days prior to commencing work. Using WINS and Procedure 015351 A05 for guidance the contractor should assess the need to submit MOPs and WMS with the WINS proforma.  
The Stakeholder (refer Table 1) is to confirm satisfaction with the details in the WMS by signing and returning the MOP Proforma. It is the responsibility of the PM to ensure that the controls are adequate to manage the risks, and will be carried out accordingly.

The Stakeholder must respond to the Project Manager within 10 working days* of receipt of the MOP Proforma. The risks identified and controls to be used will be deemed to be satisfactory and have no known issues if the PM has not been notified otherwise at the end of the 10 working days. The PM can then proceed with the project.
*NOTE: The preceding timings provide a minimum or maximum turn around time for issue and reply respectively, but it is expected that good working practices will allow for more practical time frames to be used, which are suited to the particular situation. This should require longer lead times when performing more complex or hazardous works and potential for shorter turn-around for straightforward simple works. After MOP approval, network change approval requests should be submitted as necessary for the category of risk and type of site in accordance with Procedure Document 015351.
Deviation from the signed MOP can only be authorised by agreement between the parties who signed the original document or their nominated delegates.

The MOP Proforma and any Work Method Statements should include the following information:

· Details of hazards, which may affect network integrity, site, plant or staff, and control strategies of how the risk will be managed.

· Installation methods and processes.

· The times when certain activities can only be carried out.

· Fall-back procedures/Contingency Plans.

· Emergency contact names and phone numbers.

· The timing and order of work to be performed.

The MOP Proforma and any Work Method Statements must be kept on site at all times during the project.
	Job
	Contract Type
	MOP
	Work Method Statements
	Group to send to

	Land and Building and Telepower impacting works (See Section 3.3.2)
	All Contracts
	Yes
	Yes, unless the latest version has already been provided
	Network Property Facility Manager

	New and Novel (Contract Management Contracts)
	Network 
	Yes
	Yes, unless the latest version has already been provided
	CTS&V.

	High Network Risk (Contract Management Contracts)
	Network
	Yes
	Yes, unless the latest version has already been provided
	CTS&V

	Medium Network Risk (Contract Management Contracts)
	Network
	Yes
	No, unless requested by CTS&V
	CTS&V.

	Low Network Risk (Contract Management Contracts)
	
	No, unless requested by CTS&V
	No, unless requested by CTS&V
	CTS&V.


Table 1 –MOP Review Requirements

3.3.1 Generic MOP Proforma

A Generic MOP Proforma and associated Work Method Statements may be used for multiple projects with a similar scope.  Where there are site specific differences that require a deviation from the generic WMS then the PM or their contractor needs to develop additional steps for Stakeholder review.

A Generic MOP shall include as an addition a list of sites that the MOP is intended to cover and the timeframes in which the works are proposed to precede. Deviation from these timeframes should be notifed to the NPFM.

A Generic MOP may not be applicable in its entirety for sites as designated by the respective stakeholders as essential. These sites include but are not restricted to those designated as iTAM critical sites in the Change Definitions Procedure Document 015351. In these cases a site specific MOP is required which stipulates more precise information than may have been provided on the generic MOP (eg exact dates, contacts, fall back procedures etc)
3.3.2 MOP Proforma for Land & Buildings and Telepower Works
The MOP Proforma 000169f02 is to be used for all work that will have an impact on the network facility and related services and involve operations that may put at risk other network equipment. This proforma is to include specific building impacts and a list of risk control strategies that will be used.

To assist identifying property or building related risks the MOP Checklist and Record proforma 000169-F01, shall be used that will list aspects of the works to be undertaken that potentially impact the building or property and when they are expected to occur. 

Impacts may include (but are not limited to) effects to: 

· the building structure or surrounding property; 

· the operation of building services such as electrical systems, air conditioning, fire protection systems, plumbing systems, etc,  (eg. breaks in supply, isolation, shutdown switching, etc);

· security of the site or building;

· Creation of dust, debris or hot works requirements

· Co-located network equipment (eg. Manual handling of plant near network   racks)

· restrictions on use or access to the site, building or specific areas;

· changes or inconveniencies to other groups or people; etc.

· Working over or under operating network equipment;

· Use of hoists;

· Requirements for increases in services such as cleaning

The PM or contractor shall also list the steps required in order to safely deliver a given task or activity in accordance with the project specification. Where a particular step presents a risk, then the Contractor shall list the control strategy to be employed to mitigate the risk. The strategy may require a detailed Work Method Statement or procedure to be provided.

Multi-phase projects

Where a project may involve several stages with high risk activities accruing over time such as power disconnection, essential power connection and equipment load transfer there may not enough detail to be able to provide the Work Method Statements for some of the stages of work at commencement of the project. Hazard and Change approval should be sought only up to the stage where there is confidence that the proposed MOP and WMS cover the identified risks.

Each high risk activity should be treated as an individual MOP activity requiring Hazard approval. It is important, for smooth project flow that MOPs and WMS be provided in a timely fashion for such projects to avoid down-time. 

3.3.3 MOP Proforma for Telecommunication Equipment projects
The MOP Proforma 000169f02 is also to be used for Telecommunication Equipment projects that have impacts on network elements and systems.

The MOP Proforma must be made available for review as per Table 1 in section 3.3. 

If required, the MOP will be jointly reviewed by the Project Manager and the Stakeholder, and any other affected stakeholders, prior to the start of any work. The co-ordination of the review will be via the CTS&V group.

A MOP Proforma should include the following information:

· Contract Details 
· Contract Manager and their contact details

· List of Key Stakeholders and their contact details
· List of Key Personnel involved in Risk Assessment

· List of Key Personnel involved in Execution of Work

· Brief description of work

· Details of hazards, including risk classification as per section 4, which may affect network integrity and work method statements detailing how the risk will be managed.

Any Network related activities that have Land & Building or Telepower impacts as described in section 3.3.2 will also require submission of a Land & Building or Telepower MOP as per Table 1 in section 3.3
3.3.4 Work Method Statements

Work Method Statements shall be used when it is necessary to provide detail on how the work is to be conducted, the risks identified and the steps or processes to be undertaken that eliminate or minimise the risk.
Work Method Statements should include the following information:

· Details on the control strategies to be used for managing identified risks, including any stakeholder prerequisite actions or precautions.

· Any specific installation methods or processes that will be followed.

· Details of any cut-overs, isolations, shutdowns, or switching of equipment.

· Any applicable restrictions or times when certain activities can only be carried out.

· Fallback procedures and contingency plans.

· Emergency contact names and phone numbers.

· The order and timing of work to be performed.

The WMS may include standard working procedures or specific work activity Job Safety Analysis (JSA) documents as a part of the control steps to be undertaken. These should be included as attachments to the WMS and referred to where they are used.

Depending on the complexity of the project to be undertaken more than one WMS may need to be used for each specific activity or risk.

All Work Method Statements shall be available for review as required in conjunction with any review of the MOP Proforma.

3.4 Deficiencies in a MOP

Where a review of a MOP has concluded that there are:

· risks that are not covered in the MOP;

· procedures stipulated by the Contractor in the MOP Proforma or Work Method Statement that do not satisfactorily negate the risk or meet Telstra’s requirements;

then the MOP shall be returned to the PM for further development. If a suitable outcome cannot be negotiated between the PM and the Stakeholders, it will be referred to the IA or Contract Manager for resolution.

3.5 MOP Implementation Process Flowchart
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4 Risk Matrix

(As developed under AS/NZS 4360:1999 Risk Management1)

The following tables provide a qualitative measure of the level of risk associated with a hazard.

	
	Qualitative Consequence Description
	Rating

	1
	No operational impact or loss of business, no reputation exposure, low financial loss, consequences readily absorbed
	Insignificant

	2
	Customer service affected, project outcomes delayed, localised impact on reputation, minor financial loss
	Minor

	3
	Localised loss of many customer services,  project outcomes in jeopardy, regional media  attention, major financial loss
	Major

	4
	Widespread impact on service performance, national media attention, projects miss
time/cost/quality objectives, low ROI
	Severe

	5
	Potentially end operational & strategic objectives, long term impact on reputation, no achievements satisfied, unrecoverable financial loss
	Catastrophic


Table 2 - Hazard Severity

	
	  Likelihood
  Description
	Qualitative
	  Frequency
  Rating
	Probability
Rating

	A
	May occur only in exceptional
 circumstances
	Rare
	1 in 10 years
	0.02

	B
	Could occur at some time
	Unlikely 
	1 in 5 years
	0.10

	C
	Might occur at some time
	Moderate
	1 in 2 years
	0.20

	D
	Will probably occur in most circumstances
	Likely
	Once per year
	0.50

	E
	Expected to occur in most circumstances
	Almost Certain
	Monthly
	0.95


Table 3 - Hazard Probability
	Hazard Categories

	( Consequence  (
(  Likelihood  (
	Catastrophic

 (5)
	Severe

 (4)
	Major

(3)
	Minor

(2)
	Negligible

(1)

	 Rare

(A)
	Medium (5A)
	Medium (4A)
	Medium (3A)
	Low (2A)
	Low (1A)

	 Unlikely
(B)
	High (5B)
	Medium (4B)
	Medium (3B)
	Low (2B)
	Low (1B)

	 Moderate
(C)
	High (5C)
	High (4C)
	Medium (3C)
	Medium (2C)
	Low (1C)

	 Likely

(D)
	High (5D)
	High (4D)
	Medium (3D)
	Medium (2D)
	Medium (1D)

	 Almost Certain
(E)
	High (5E)
	High (4E)
	High (3E)
	Medium (2E)
	Medium (1E)


Table 4 – Risk Matrix

5 References

	Document Number
	Title

	013731
	Procedure for Working in Network Sites

	AS/NZS 4360
	Risk Management

	
	


6 Definitions

The following words, acronyms and abbreviations are referred to in this document.

	Term
	Definition

	CM
	Contract Manager

	Contract Management
	Telstra Business Group - Contract  Management (Commercial Management)

	CTS&V
	Telstra Business Group -  Contract Technical Specifications and DBoR Verification

	IA
	Implementation Agency (Often the Telstra Contract Manager)

	MOP
	Method of Procedure.

	NPFM
	Network Property Facility Manager

	PM
	Project Manager

	SMET
	Subject Matter Expert Team


7 Attachments

	Document Number
	Title

	000169F01
	MOP CHECK LIST AND RECORD SHEET- for Initial or Site Discussions

	000169F02
	MOP PROFORMA 


DOCUMENT CONTROL SHEET
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Manager National Operations Site Control
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(03) 8549 0001
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If you have a suggestion for improving this document, complete and forward a copy of Suggestions for Improvements to Documentation (form 000 001-F01).

Record of Issues

	Issue No
	Issue Date
	Nature of Amendment

	1 
	3 November 1994
	First Issue

	2
	16 January 1995
	Updated to reflect O & M Organisation

	3 
	15 September 1997
	Intranet Conversion

	4
	4 November 1997
	Updated to reflect Organisational changes

	5
	27 October 2004
	Interim update

	6
	12 March 2008
	Inclusion of Risk Matrix and alignment to CIP

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


This publication has been prepared and written by Telstra Corporation Limited (ACN 051 775 556), and is copyright. Other than for the purposes of and subject to the conditions prescribed under the Copyright Act, no part of it may in any form or by any means (electronic, mechanical, microcopying, photocopying, recording or otherwise) be reproduced, stored in a retrieval system or transmitted without prior written permission from the document controller. Product or company names are trademarks or registered trademarks of their respective holders.

Note for non-Telstra readers: The contents of this publication are subject to change without notice. All efforts have been made to ensure the accuracy of this publication. Notwithstanding, Telstra Corporation Limited does not assume responsibility for any errors nor for any consequences arising from any errors in this publication.







1 Standards Australia and Standards New Zealand, 1999, Risk Management, AS/NZS 4360:1999, Standards Australia, Homebush and Standards New Zealand, Wellington
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